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Critical Tasks Applications

- Critical and legacy tasks co-exist with

RichOS applications

Real-Time Virtualization :
= HW resources dedicated or shared

Single or Multi-core Platform

& OS patrtitions securely isolated from each
other communicate thru secure channels

Combines and partitions differing operating system
application environments into a single device
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Management &

Security Agents Applications Applications Applications

Linux RTOS RTOS
.

Non-Root
v m@dl [ [ oo | | B3] | BRIl | BE

Executive Linux

Agent
Native Native
Driver Driver

Root . ) . .
Operation Secure Real-Time Virtualization

Cores Core Core Core

Multi-Core Architecture

< » \VLX Virtual Bus <4—>» Shared Disk
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RTOS RTOS RTOS Linux™
Softswitch  Softswitch  Softswitch  Softswitch Management

Legacy Solution Nemiw
l - . 2007 BEST OF SHOW
New Consolidated Solution SOFTWARE

Example Use-Case: Blade Consolidation
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Legacy RTOS

Mative
Driver

HHHHHHHHHHHHHHHHHAHAHHH]

Real Time Virtualization

Real Time Virtualization
I PQill - MPC2242
L
C
C

Painless migration / device support Migrating to Linux to Leverage COTS

Apps Apps

HHHHHHHHHHHHH HHHH
HUHHHHHHHHHHHHHA

Secure Real-Time Virtualimfion

Multicore Intel VT-d

Trusted Isolation

Santa Clara, CA USA
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Carrier Grade Platform

3
n High Availability Middleware
Carrier Grade Operating System
Carrier Grade Hardware
Santa Clara, CA USA 8
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Pillars of CGV:

© CG properties
@ Virtualization-Enabled HA
© Openness & Standards
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CGL clustering requirements focus on cluster management, not

architecture. CGV augments the spec with virtual clustering. A Independence from any single (proprietary) clustering scheme
Serviceability A Monitoring, including VM life-cycle events
CGV extends monitoring and management to virtual nodes and elements; A VM control (pause, resume, reboot, scheduling properties)
can remove dependencies on physical particulars of particular hardware A Dynamic VM management
typelintegration. A Dumps, logs
Performance A Guest RTOS with deterministic, RT attributes

) MO : A Native drivers
Real-time virtualization preserves performance attributes of legacy guest. A Low overhead
SR EliS . . . . A SAF AIS must be augmented with virtualization.
Standards-compliance, while mainly an attribute of guest OSes and hosted A OVEis a standard for virtual machine format. CGV must support it
m/w, can encompass APIs for managing VMs and virtual driver interfaces. ’ PP '
HIW Support A CGV must be processor architecture agnostic
CGV extends the notion of h/w support to include virtual nodes, blades, A 'Ia'(r:filgige\llr&r;t/e’rﬂcnent mETEGETE: f ElIOEEen € milihears CEUS
ete. A Support of HPI / IPMI
Security A Strong isolation of guest OSes
CGV unifies diverse CGL security requirements and adds options for ﬁ gzzzllsjlrceaklnigfavr:réu\élill\/lr Ts:girr:;es EEE2ES Gehiirel
reducing TCB, enhancing isolation. A Run-time integrity checkingg

Santa Clara, CA USA
October 2008
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ALUaAlU Dalad Y,

ADevice Hot-plug, Hot removal

Fault Removal
MTBFY

AQuality insurance,

AFault Injection

APreventive / corrective maintenance
AFRU, Hot-plug, hot- removal
AHW diagnostics,
AHealth-check
ASoftware upgrades

ACollection of evidence, log, dumps€

Fault Forecasting
MTBFY

AEvaluation of system behaviour

AQualitative
Aldentify, classify, rank failures

AQuantitative
AEvaluate the probability with which the attributes

of dependability are satisfied.

Santa Clara, CA USA
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AFast OS restart
AParallel driver Initialization

Fault Removal Fault Forecasting
MTBFY MTBFY
ADynamic Upgrade of kernels Aln-Service Testing
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HA middleware

Todayos
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W cons idation
atE o
W re- use

© Security
© Performance

HA middleware

ulticore HW

Tomorr owods

Pl
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IEEEEN
ImPNENR

1 1 1 —

© 1tol dependency of Appli/ HA/ OS /| HW
© 1 application per processing blade
© Redundancy & HA managed at blade level

© Virtualization introduces new resource entity: VMs
© HA dependency chain is modified
© VMs mgmt by vHA enhance platform availability

Santa Clara, CA USA 14
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Stateful

Stateless

VM Interface

2 - Stateless control of applications
3 - Stateful control of applications

© Manage resources dependency

© Manage synchronization

© Operate switchovers

Hardware management
(Optional)

© Monitors and reports HW events & status
© Links HW & SW management

SAF complaint interfaces

© AIS, AMF
© HPI

15
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AIS - Application Interface Specification (SAF)
HPI - Hardware Platform Interface (SAF)

HA NM - HA Node manager

HAM - HA Manager

Santa Clara, CA USA
October 2008

Carrier Grade System
Failover n
AlIS

vHA
F

App HW
vHA  Mgnt

VMs HA

Blade 1: Single/Multi-core Hardware
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I Restart application on the same VM, failover on another VM, board

hard reset é.
Management interface
I Local and remote CLI interface
I Graphical Java based interface
I Scripting interface for resource control
HPI based testing & HW failure simulation tool
I HW event creation and/or simulation

A Over temperature
A Board extraction/insertion, reset

Santa Clara, CA USA 17
October 2008



advanced

TCA=

summit

Applications Applications

Customer HA MW
AApplications

VLX VHA
AApplications
AHW Management

AHW Interface

Virtualization Management

(O]

AVM management

ATCA HW ATCA HW

Santa Clara, CA USA 18
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- Fast and Independent VM reboot

- Virtual Watchdog per VM basis

© Independent guest OS, fault isolation
Performance

©  Support of RTOS

© Parallelization of device driver initialization

© Low overhead

© Native drivers in more than one partition

Security
© Fully i1 solated guest OSO0s
Clustering

© Clustered systems can be deployed on virtualized platforms
© VMs migration

Santa Clara, CA USA 19
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- Stateless HA
= VMs HA management
< Hardware management

VHA Is an optional add-on to Virtualization
layer.
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